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Vpanbckne

camoLBeThl

HYmo makoe Wi-Fi CeHCopbl U 304eM OHU HUXHbI?

>

i (untitled) - Wireshark
File Edit Niew Go Capture Analyze Statistics Telephony Tools  Help

SEsea eraxXxzse devr+T2EE QAR E¥E= B

Filter: w | Expression.. Clear Apply

Ina | Time Source | Destination | Protacol info

70.259132  dB8:b3:77:31:75:74 Broadcast IEEE 802.11 Probe Request, SN=21, FN=0, Flags=..
80.261114 54:e6:fc:dd:2a:fe d8:b3:77:31:75:74 IEEE 802.11 Probe Response, SN=873, FN=0, Flags=
90.261881 IEEE 802.11 Acknowledgement, Flags=........ C
10 0.290009 d8:b3:77:31:75:74 Broadcast IEEE 802.11 Probe Request, SN=22, FN=0, Flags=..
110.291859 54:e6:fc:dd:2a:fe d8:b3:77:31:75:74 IEEE 802.11 Probe Response, SN=874, FN=0, Flags=
12 0.293059 IEEE 802.11 Acknowledgement, Flags=........ C

Broadcast

.870826 Probe (R3g

est, SN=23, FN=0, Flags=..

14 0.872581 54:e6:fc:dd:2a:fe d8:b3:77:31:75:74 IEEE 802.11 Probe Response, SN=875, FN=0, Flags=
150.873578 IEEE 802.11 Acknowledgement, Flags=........ C
Broadcast IEEE 802.11 Probe Request, SN=24, FN=0, Flags=..

16 0.901620 d8:b3:77:31:75:74

» Frame 13 (147 bytes on wire, 147 bytes captured)
» Radiotap Header vO, Length 26
- IEEE 802.11 Probe Request, Flags: ........ C
Type/Subtype: Probe Request (0x04)
» Frame Control: 0x0040 (Normal)
Duration: @
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Source address: d8:b3:77:31:75:74 (d8:b3:77:31:75:74)
BSS Id: Broadcast (ff:ff:ff:ff:ff:ff)
Fragment number: ©
Sequence number: 23
» Frame check sequence: 0xe2dddd59 [correct]
- IEEE 802.11 wireless LAN management frame
-~ Tagged parameters (93 bytes)
-~ SSID parameter set
Tag Number: O (SSID parameter set)
0000 00 00 la @O 2f 48 00 @0 9e d3 fl 2e 00 0O GO 0O T LT
0010 10 02 9e 09 a0 00 dl1 01 00 00 40 00 00 00 ff ff

ANIN FF FF Ff £f A2 h2 77 21 TR TA £f £f Ff Ff FFf FFf
O File: "/ftmp/wiresharkXXXXslqggCe" 11004 B... . Packets: 72 Displayed: 72 Marked: 0 Dropped: @

...... C, SSID=Broadcast

........ C, BI=100, SSID="Demo"

...... C, SSID=Broadcast

........ C, BI=100, SSID="Demo"

...... C, SSID="Demo"

........ C, BI=100, SSID="Demo"

...... C, SSID="Demo"

Profile: Default
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* - He bce bendopsl 3mo noddepxubawm
** - 3gbucumocmu om peanu3auuu U HOCMPOeK

- Mac0S 10.9.5+

€03 MANAGE WI-FI SETTINGS

Random hardware addresses

This setting applies to new connections.

Use random hardware addresses

@ on

when you're not connected to a network, it can't be used to persistently

Use random hardware addresses to make it harder for people to OUl
track your location when you connect to different Wi-Fi networks.

SR Pendomusauus MAC Ha dymaze u B peanbHocmu. Memodsl 0dxoda.
~— = -
‘ (]
. ® cEEE——
- | U S 8 + ----- = 9:41 AM 100% -
. . 3 . £ General About
— Android* Randomized Wi-Fi addresses "
When you're out running errands with your phone in your pocket, Wi-Fi Capacity
: hotspots have the ability to track your movements and behavior by Available
- W I n d D w S 8+ scanning your Wi-Fi MAC address. A MAC address is a string of Veraigi —
characters that uniquely identifies your device on a network. With iOS 8,
_ I_”-] U X * * we've introduced an innovative feature designed to protect your privacy e AT
by randomizing your device’s MAC address when the device is passively Model 7LL//
scanning for Wi-Fi networks. Because your MAC address now changes Serial Number T

track you. This is in line with Apple’s industry-leading effort to do away WhHl Address D
with persistent identifiers, and is unique to iOS devices. Bluetooth F:D5
IMEI 35 876005 909856 3
MEID )590985
Modem Firmware
|
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N
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Universal/Local Bit

0000000LL — Unicast/Multicast Bit
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- Memo0Osl 00x00d peHdoMu3auUL:
- Pebepc UUID-E
- Beacon ¢ unbecmHozo SSID

- Low-Level Control Frame (RTS-CTS)

- Bluetooth koppenduud
- Hotspot 20 ANGP

l

L

Octets 2 2 B 51 4
Frame Durati Address | Address
RTS Frame ool | 1= pa |2 =84 |°RC
Cictets 2 2 5] D |
0
Frame Durati Address
CTS Frame oo |7V 1= pa |CRC
Source Info

cd:eg:84:

Za:b3:e6:

Acknowledgement, Flags=......
Probe Request, SMN=12, FN=0, Flags=
Probe Response, SM=12, FMN=0, Flags=

Pendomusauus MAC Ha dymaze u b peansHocmu. Memagsl odxoda.

C, S=ID=Broa

BI=100,

Search Listen Search
Ch.1,6,11 Ch.11 Ch.1,6,11
[ B [ ¥ =
—r— 4 . 4 i
Probe Request Probe Request
IEEE 802.11 v v ¢ {
scan + + * * + + Probe
Probe Request Probe Reguest Response
e | ¥ e | L'|
Search Listen Search Listen
Ch.1,8,11 Ch.6 Ch.1,6,11 Ch.6 '
.._‘_.._...._...,.........................Jl
Discovery
State 3
Class 1, 2 Authenticated
and 3 frames and associated
Disassociation Association
State 2
Class 1 and 2 Authenticated
frames and unassociated
Deauthentication Authentication
BI=100, i
State 1
C, SSID=Bro Authenticated

Class 1 frames
and unassociated

Action, SN=13, FMN=0, ANQP Resp Venue Mame information
Acknowledgement, Flags=......



>\/\< Jponvcere  TopzemuHz U pemapzemunz € ucnons3obasuem Wi-Fi. Ymo Genams c CNA Bpay3epamu?

(10 Congress

~ Yxe padomawm c OMP™ -

- Yandex™** (beta)
- MyTarget™*

- Facebook

- (boogle

- VK

CerMeHT Ha OCHOBe
OaHHelx DMP

CermMeHT NoXowMx
Mone30BEaTENEN

' PaboTa c cermeHTamMm
TpeboeaHWA K dainam
lMNukcens

WMcnone3oeanme B [InpekTe

* - Dafta Management Platforms

5 Supekc Ayamtopun

Nonb3oBarenun myTarget
NOJSTyYUJIN HOBbIA UHCTPYMEHT
TapreTmpoBaHua peknambl -
MapKeTnieuc ayaguTopHbIX
CEerMeHTOoB

Cepeuc myTarget OTKpPbIN PEKNAMOJATENAM A0CTYN K MAPKETINERCY BHELUHWUX Ay AMTOPHbIX
CETMEHTOB, NMPEJOCTABNAEMbIX NPOBARAEPaMI AaHHBIX. VICNONb30BAHWE YHUKANBHBIX CEI'I'\.'IEHTEtg
MO3BONT 3HAUMTENBHO NOBbICUTL 3 HEKTMBHOCTb PEKNAaMBbI.

MapKeTnneic no3sonMT pekNaModaTenaM NPpUoBPETATE MAKCHMANBHO PENEBAHTHBIE aYAUTODHbBIE
CErMEHTBI, MPeAOCTABNAEMEIE NAAT(HOPMAMI YPAENEHUA faHHeIMK (Data Management
Platforms, unn DMP). DMP akkyMynnpytoT AaHHble U3 CTOPOHHWX MCTOYHUKOB M CUCTEMATU3NDYHOT
WX, PA3OENAA HA CETMEHTI.

Aynoutopuu / CoznadHue cermeHToB / CerMeHT Ha ocHOBe AiaHHblx DMP

CermMmeHT Ha ocHoBe gaHHbiXx DMP

Bbl MOXeTe co3faBaTth B AyQUTOPUAX CErMEHThI Ha OCHOBE laHHbIX npoBaiaepoe (DMP — Data
Management Platforms). OHKW XpaHAaT OaHHbIE NONb3I0BATENEA M CErMEHTHUPYIOT MX N0 KAaTETOpPKUAM,
BO3PAaCTy, MHTepecam, UCNoNb3yeMblM cepBMcam M T.4. Bbl MoXeTe MCNoNb30BaTh 3TK CErMeHTbI NpKY
HacTpolke peknamel B AHgekc. [Jucnnee. CerMmeHTsl NpoBanepoB JaHHbIX HeQOCTYMHGI

B AHpexkc. upekTe.

** - 9Hdexc u myTarget aHanu3upyiom NPOCMOMPHl PEKNOMbI U NOCEWeHUS KnueHmob, 4modsl Beiqucumb oddnauH-koHbepcuo



< SR TopzemuHz U pemapzemuHz € ucnonb3obaqueM Wi-Fi. Ymo Benams © CNA dpaysepamu?

((((( ongress

OmnoxeHHas udeHMUUKOUUS

— CodcmbBenHeit UUID nonb3obamens
— [pobepka User Agent

~ Fingerprinfing dpay3sepa (BHe
WISPr/CNA)

- (oockie

— (NA Brakeout




>\//\< CB“E”T; HoBuie Mempuku 020C (Online to Offline Conversion).

— (konbko nocemumeneu bawezo cauma npuwno K bam b OffLing?

- (konbko nocemumeneu, yoububwux bawy peknamy a MHMepHem, npuwno K
bam b Offline?

~ Ckonbko nocemumened, komopsie Buinu Y Baclunu npownu MuMa), npuwAu Ha
caum?

- Kakas peknamHas kamnadusg npubodum k nokynke B Offline?
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Vpanbckne

CaMOLLBETI Koppensduusa Offline Mempuk c npubsigHeiMu CPM,CTR,CTL U

(10 Congress
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Nlemueb Bnadumup Ccoinku Ha Beck mamepuan u uccnedobaHus, UCNONb30BaHHbIE
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